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Hacktivity2010

WRITING YOUR OWN PASSWORD
CRACKER
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INTRODUCTION + AGENDA

Anatomy of password hashing

Source code analysis example (Apache Derby)
Binary analysis examples (Sybase)

Writing your own cracker

Speedup

Knowledge:
programming, cryptography
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STORING PASSWORD

Generate random

User input text i

Password

Format(Password, salt)

Generate hash

Store(hash, salt)

User database in
DB table or file
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CHECKING PASSWORD

User database in
DB table or file

User input text

Password

Lookup(salt, hash)

Format(Password, salt) Salt

Generate hash Generated hash Stored hash

Compare(Generated hash, Stored hash)

Identical?

User logged in Kicked out
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HOW/WHY CRACKING PASSWORDS?

Security audit

Pen-test

Privilege escalation

Get a cracker tool é

What if there is no cracker available?
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Apache Derby
Password hashing algorithm before C\009-4269

SOURCE CODE ANALYS
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WHAT IS APACHE DERBY?

Open source Java DB
Small footprint (<3MB)
Version 10.5.3.0 (released August 21, 2009)

Modes of operation:

Clientserver
Embedded

Password encryption options:

Cleartextin file

Hashed in DB
derby.authentication.provider =BUILTIN
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PASSWORD HASH

§ FreeCommander - [ java -jar db-derby-10.5.3.0-bin/lib/derbyrun.jar server start
C \T001°\Derby>3aua —jar db—derby-108.5.3.0-bin/lib/derbyrun. jar server start

”2@18 A92-87 12:31:87.671 GMT : DRDA_Securitylnstalled.I
2010-09-07 12:31:08.246 GMT : Apache Derby HBlvzati kiszolgBl- — 168.5.3.8 — (862
217> elindult Us kUsz a kapcsolatok fogadBsBra alz)> {3> 1527 portjBn

: ¥ FreeCommander - DOS - \db-derby-10.5.3.0-bin\bin\i.bat

:i5> cail SYSCS UTIL SYSCS_SET_DATABASE_PROPERTY( ’‘derby.user.testB’ . ;iest12’);
B sor bhesz-wrva/friss¥tuve/t+r+lve
ij> SELECT DISTINCT SYSCS_UTIL.SYSCS_GET_DATABASE_PROPERTY( ’derby.user.testB@’)

FROM sys.sysschemas;

3h6Beda?23865a6c25h860Bd646ebf12d8%26f aS5add?be

1 sor kijel+lve
o by [p




protected String  encrypt Password (String plainTxtUserPassword)
{
if (plainTxtUserPassword == null)
return null;

MessageDigest algorithm = null;
try

{
algorithm = MessageDigest.getinstance(" SHA 1");
} catch (NoSuchAlgorithmException nsae)

{

/l'lgnore as we checked already during service boot -up

algorithm.reset();

byte[] bytePasswd = null;

bytePasswd = StringUtil.toHexBlyte( plainTxtUserPassword,0,plainTxtUserPassword.length()); —

algorithm.update(bytePasswd);

byte[] encryptVal = algorithm.digest();

String hexString = ID_PATTERN_NEW_SCHEME +
StringUtil.toHexString(encryptVal,0,encryptVal.length);

return (hexString);

}

| public static byte|] toHexByte(String str, int offset, int length) l«¢
{

byte[] data = new byte[(length - offset) * 2];
int end = offset+length;

for (inti = offset; i < end; i++ )

{

char ch = str.charAt(i);

int high_nibble = (ch & 0xf0) >>> 4;

int low_nibble = (ch & 0x0f);

data] i]z fOn_nibble;

data[ i+1 ]= (byte)low_nibble;
} return data;
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ALGORITHM IMPLEMENTATION/2.

text T| el |s| [t| [1] |2
ASCITHEX |(54|(65||78||74||31]|32 |
toHexByte 105] [04 0
06 05 1
07 03 2
07 04 3
03 _O'n._ 4
03 02 5

bytePasswd [o5] [06] [07] [07] [03] [03] [o2 é

hash concat(0x3b60, toHexStringSHAL(bytePasswaq))
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CONSEQUENCES

ASCII tablegource http://ascii -table.com/)

0
MUL

1

DLE |zpace

2

S0H

[0y
HOIM

6

Mmoo om0 90 =-dS0 gk WO Ao

STH
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FF
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1
|
1

el

> ASCII(A) x4l

Sample hashes:

APASS: 3b60ch484c002b5f9ee655da908c7dc2871fb76f9587
BPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587
CPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587
DPASS: 3b60ch484c002b5f9ee655da908c7dc2871fb76f9587
EPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587
FPASS: 3b60cbh484c002b5f9ee655da908c7dc2871fb76f9587
GPASS: 3b60ch484c002b5f9ee655da908c7dc2871fb76f9587
HPASS: 3b60ch484c002b5f9ee655da908c7dc2871fb76f9587
e

Only the higher 4 bits used from password characters, except last one
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CRACKING: BRUTE FORCE

Characterset: 26 upper+ 26 lower + 10 digit

8 character passwords
62~8 a 2 * 10 ~ 14
NvidiaGF 8800 GTo 21 days
AftertoHexByte()
678*16 a 2 * 10 ~ 7
NvidiaGF 8800 GTo 0.23 sec
Ratio =1/8124628
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FIX

Apache.org notified in December 2009
Vulnerability CVE2009-4269

Fix released in May 2010
Derby 10.6.1.0

http://db.apache.org/derby/releases/reldé@sg 1.0.cgi#Fix+for+Security+Bug+2ZD0R4269
Bug fixed

BUILTIN authentication:
not recommended In production DBs
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Sybase ASEAdaptive Server EnterprigeRDBMS

BINARY ANALYSIS
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REVERSE ENGINEERING

Live analysis (Debugger, Monitoring Tools)
OffHine analysis Disassemble)

Concept:
Get the big picture
Create a theory/model
Test
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SYBASE ASE

Sybase " Adaptive Ser\
Runs on Linux, UNIX, Windows aiMbcOSX

Market share: 4.

Cousin of Microsoft SQL Server:
1994: Microsoft bought the source

Main releases:

12.5.x (2001) 0 still in use at some companies
15.0.5 0 latest version, evaluation downloadable

Password Encryption:

0 SYBRROPO
0 SHA 6O
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Live CODE Analysis

SYBASE2&686EAH
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LOGIN INFORMATION

e CHWINDDOWS'  system32'cmd.exe

Microsoft Windows [Version 5.2.37961
(C> Copyright 1985-20083 Microsoft Corp.

C:\Documents and Settings\Administrator>net start sybsgl_SYBASE2
The Sybase SQLServer _ SYBASE2 service is starting
The Sybase SQLServer _ SYBASE2 service was started successfully.

C:\Documents and Settings\Administrator>

et CHWINDOWS' system32'\cmd.exe - isql -Usa -PTest1234

C:\Documents and Settings“\Administrator>isgl —-Usa —-PTest1234
1> sp_displavlogin sa

2> 9o

Suid: 1

Loginame: sa

- master

Auto Login Script:
Conf igured Authorization:

sa_role {(default ON)

sso_role {(default OND

oper_role {(default ON>

sybase_ts_role {(default ON>

Js_admin_role {(default ON>
Locked: NO
Date of Last Password Change: Sep 8 268168 8:080AM
Password expiration interval: @
Password expired: NO
Minimum password length: 6
Maximum failed logins: @
Current failed login attempts:
Authenticate with: AUTH_DEEAULT
Login Password Encryption:|SHA-256
Last login date: Sep 8 20818 8:UlA
(return status = @)
1>




SAMPLE

% 192.168.1.41:5000 {dbo) 1 -10| x|
File Edit SQL Data Favorites Tools Window Help
& QJ ‘ | > N Imaster LI

SQL Statements

lLine 1 Column 62 | 28 rOws

1 [SELECT name,password from syslogins where name like '%testy'; -~
2 w
2
4 ot
name password
1|test Oxc007dd42bee3f2deS677856192f7cd76fScad?1d8b7851a5cad719d3292cfeafdb9ze2blel 7e4d020bfd _AJ
Z2ltest10 Oxc007148efcSc44e311908023943b42d6d3db03bS924bacf38f54ac73551FSascaf06f440b37260bab38e
3ltest1l 0xc007dca3as52600az295c2fc3débbeactf2d4c2d0S857F497befd68aas12d9f4496943f4d8b191b6c59a
4ltest12 Oxc007f30beS76e1faz72fd1fS1dd2est692cedds3870c79ae90409f 1e44f77d408473111c248b15c41ac981
Sltest13 0xc007e2bB83c122cc80dd0eetbdibt4bdbeed44e82ecSdba7080363aa%abab2b7fc49fd15944ad2664FF97
6ltest14 0xc0071d15a5140570e5b737183a2661aa9051b1fe1d7eZ =
7lkest1S 0xc007f69e53686F9084FA483Fa79696fa6d9280aef01ads: Resu lts
8ltest1s 0xc0079a2973a5d7das64ad4ba070bdateefSe3e744aeec name
9ltest1? Oxc00763f5820ca406705a%6723cd24bd?d3bcbeé3e2eel
10test1d  |0xcO074438662a5675F05dbF227589409321F1431 1d0c0b3e 1 test Oxc007dd42bbe3f2d656778561
12 test2 Oxc007bA38055391bb1b422a15d206dad%a45a067fdfF 15! — -
13est20  |0xcO07dcad4e928240ab9762a9ab1 25862c9a9: 74554421 3test11 Oxc007dca3a552600a2295c2fc
Results | Messages | 4ltestl2 Oxc007F30beS76e1fa272fd1fS]
5

test13 Oxc007e2b83c122cc80dd0eett
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WHERE TO START?

Information gathering

Search for an entry point
User input
Program output
System call
Known constants
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AVAILABLE INFORMATION

http://infocenter.sybase.com/help/index.jsp?topic=/com.sybas
nter.dc31654.1502/html/saql/BCEFDGIFC.htm

Products Solutions Resources Support & Service
L
ASE Worldwide [Change] ContactUs | My 5
Search documentation: Create/Edit search filter Current search filter: All topi
. B [§| 8
Login failure To use canoncial form for storage in sysfogins:
Creating gro 1. Convert clear text password string to UTF-16.
Adding user: _
2. Convert the UTF-16 string to network byte order.
Number of u_
Creating anclil 3. Append a small buffer (the salt) with random bytes to the password.
Setting up g 4. Apply SHA-256 hash algorithm.
Dropping us 5. Store digest, salt, and version in the password column.
Locking ord At authentication time, the steps are:
Changing us 1. Convert clear text password string to UTF-16.
Using aliases 2. Convert the UTF-16 string to network byte order.
Getting infor . .
= 3. Append the salt from the password column in syslogins to the password.
Establishing _
B Setting a 4. Apply the hash algorithm.
) Logging | 5. Compare results with password column in syslogins, if they match then authentication is successful. HiE
B Locking z Use of the new SHA-256 algorithm with the above steps allow passwords to be transported across platfor HEI
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http://infocenter.sybase.com/help/index.jsp?topic=/com.sybase.infocenter.dc31654.1502/html/sag1/BCFDGIFC.htm
http://infocenter.sybase.com/help/index.jsp?topic=/com.sybase.infocenter.dc31654.1502/html/sag1/BCFDGIFC.htm

POSSIBLE ENTRY POINT

% http://enwikipedia.org/w

iki/SHA-2

For a list of example SHA-2 digests. see examples of SHA digests.

SHA-256 (a SHA-2 variant) pseudocode

Pseudocode for the SHA-256 algorithm follows. Note the great increase in mixing between bits of the w[16..63] words compared to SHA

variables
constants

Initizlize variables

{first 32 bits of the
h0 := 0x6a0%e667
hl := Oxbbé67ae8bS
h2 := 0x3céef372
h3 := 0xa54ffS53a
h4 := 0x510e527f
hS := 0x%b05688c
hé := 0x1f83dS%ab
h7 := 0x5belcdlf

k[0..63]

0x428a2f98,
O0xdg€07aal8,
Oxe49b68cl,
0x983e5152,
0x27b70a85,
Oxa2bfegal,
0x19%a4cillse,
Ox748f82ee,

Initialize table of round constants
(Eirst 32 bits

of the fractional parts

0x713744%1,
0x12835b01,
Oxefbe4786,
OxaB831cééd,
0x2elb2138,
Oxagla664b,
Oxle376c08,
0x78a5636f,

0xb5cO0fbct,
0x243185be,
0x0fcl9dcse,
0xpb00327c8,
Ox4d2cedfc,
0xc24b8b70,
0x2748774c,
O0x84c87814,

of the cube

Oxe9b5dbas,
0x550c7dc3,
0x240calcc,
O0xbf597fc7,
0x53380d13,
Oxc76c51a3,
0x34b0bcb5,
Ox8cc70208,

are unsigned 32 bits and wrap modulo 232 yhen
in this pseudo code are in big endian

0x3856c25b,
0x72beS5d74,
0x2de92cé6f,
Oxcé6e00bf3,
0x650a7354,
0xd192e819,
0x391c0cb3,
O0x90befffa,

fractional parts of the sgquare roots of the first &

0x59f111f1,
Ox80debilife,
Ox4a7484aa,
0xd5a79147,
0x766a0abb,
0xdé6890624,
Ox4edBaada,
Oxa4506ceb,

0x923f82a4,
0OxS%bdc06a7,
O0x5ck0aldc,
O0x06ca6351,
0Ox81ic2c92e,
0xf40e3585,
Ox5bScca4df,
Oxbef9a3f7,

primes 2..19):

roots of the first 64 primes 2..311):

OxablcSedsS,
O0xcl9bfi74,
Ox76f988da,
0x14292967,
0x982722c85,
0x1062a070,
O0x682e6ff3,
Oxc67178f2

mill
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MEMORY BREAKPOINT

Search for the constant (debugger helps)

Byte order Is reversed:
search forOx67E6096A (hO in the source)

Dump - sybcsi_ow.bext 0ZAF1000..02B62FFF

82B1FF38
BZ2B1FF48
B2B1FF58
82B1FF68
B2B1FF78
B2B1FF88
B2B1FF98
B2B1FFAS8
82B1FFBS
82B1FFC3
82B1FFD3
B2B1FFES
BZ2B1FFF8
82B2080038
82B208018
B2B200828
B2B200838
82B200438
82B208058
ﬂEBEﬂﬂﬁE

gz . jCEEEEg:CElr
n<GE. :50¥CENNRN
EEIIhIIEEI«ﬂIIE
EEI3[WH EHSEHDG
1 ... W...AIIII
iiiiiiii N T
B.E%SH. . EESh.
N1 B R | (1]
UYEN....HJENjEN
E-ERZERES<HqDhz
EANE-SH. . _EELS

JEELSEN) . EREETS
NqRASERO30mpANA
NARNARESEELS (N
ENOEqPpRONLSENL
PREOAANEGAANIONG
ANZORTSANG - O#AN
$<HYIGMORTSDEEN
FEBEERTSHETS Hb
x3:ADAANNIAANSY

HilN
HEil
I



DE:[2024F3BA]=2024F3E0

FINAL INSTRUCTIONS OF HASHING FOL

=10 x|

4. Immunity Debugger - sqlsryr.exe - [CPU - thread 000002CC, module s
Window Help Jobs

File Wiews Debug Plugins Immlib  Opkions

M EE X p Il b
ieiplgly C788 67EGA9G6RA HOuU
B2B1FF3C C748 64 S8S5AEALTEBI HOU
B2B1FF43 C740 88 72F36E31 MOV
B2B1FF4A  C7408 OC 3AFS4FA! HOU
B2B1FF51  C7408 18 7FS2BES- HOU
B2B1FF58 C7408 14 2CAH808591 HOU
B2B1FFSF C7408 12 ABD92311 HOU
B2B1FFG66  C748 1C 19CDEBSI HOU
B2B1FFGD 8948 28 HOuU
B2B1FF78 8948 24 HOU
B2B1FF73 8948 68 LILY
B2B1FF76 C740 6C 200080681 MOV
B2B1FF7D BS 610686808 HOU
B2B1FF82 C3

Address

82664308
826643680
82664368
B26643CH
B26643CE
82664308
2664308
B26643ER
826643E8
B26643F0
B26643F8
826644080

Hex dump

2i li 4 =

l emtwhoeoPk©bzr

DS:[EAX],6A09E667
DS :[EAX+4],BB67AESS
DS:[EAX+8],3C6EF372
DS :[EAX+C],ASAFF53A
DS :[EAX+18],510E527F
DS :[EAX+14],9B 05688C
DS :[EAX+18],1F83D9AB
DS :[EAX+1C],5BEBCD19
DS :[EAX+208],ECX
DS :[EAX+24] ,ECX
DS :[EAX+68],ECX
DS:[EAX+6C],20

| B2FCOCIC
82FC9C20
82FC9C2Y
82FC9C28
82FC9C2C
82FCOC38
82FC9C3Y
82FC9C38
82FC9C3C
82FCOCH0
B2FCOCHY
B2FCICHS
B2FCOCHC

B2AFELE
2024F3B8
2024F398
BZ2AF2298
2024F398
82B6CEGD
LT ERETERET ]
2024F308
2024F318
2025170y
BZ2AF23089
208251EDSA
2824F31C

g 7

2824F3B0
LT ERETERETS]
daBaBeaeD
2824F398
BZ2FC2CAC
2824F178
82B6CEGD
28251B28

B2B1FF36

ES
cs
5S
13
FS
Bl
uﬁ$
11
(I |
[ Tifs
“iqn
[ Ti}S
[ Ti3S
] |
A
1] F4
it

aa23
8a81B
8823
8823
ge3s

=8| x|

sybcsi o.B2BGCEGA

sybcsi_o.B2B1FF36

32bit
32bit
32bit
32bit
32bit

sybcsi o.B2BGCEGE

B(FFFFFFFF)
8(FFFFFFFF)
8(FFFFFFFF)
8(FFFFFFFF)
7FFDEBOO{FF

RETURH to sybcsi_o.B2AFE481

RETURH to sybcsi_o.B2AF229B

RETURH to sybcsi_o.B2AF2389
ASCII ''sha256"

I

[00:12:058] Memary breakpaint when executing [02B1FF3E]

[

Falzed

HilN
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CALL STACK

Call stack of thread 000002CC

Procedure / arguments

Address

B2FC9CAC
B2FC9C28
B2FCOC4Y
B2FCQC5h
B2FCCoh
B2FC2CEDQ

Includes

Includes

BZ2FCOCDA| 7

BZFCOCDY
BZFC2CDB
BZFC2CDC
B2FCOCED
B2FCOCEL
BZFCoD2C
B2FCoD20
BZFCOD3L
BZFC2D38
BZFC2D3C
BZFC2D4A

B2FCAL2A
B2ZFCAL2Y
BZ2FCAL2E
BZFCAL2C
BZFCAL3A

5 ) II
BZFCBZFA
B2FCB34C
B2ZFCBL3C

20B4EB28
2082517CA
BZ2FC2DAA
B2FCoDAC
BaBaa

BZ2FCA1SC

= OB0B080E

BZFCA12C
TS pseps sgstd
TS psTepslsgsls)

BZ2FCALMEC
BA000A4e

= B2FCBL4A2
= Basesaar

Includes

ASCII "almafal™

Called from
sybcsi o, B2AFE4TF
sybcsi o.BZAF2296
sybcsi o.B2AF220Y4
sybcsi c.B28A5313
sybcsi c.A28A5951
sqlsrur . 8126AAR5
sqlsrur . 8126ACFF

sqlsrur . 80487561

Eglsrur . BADD167 6

sqlsrur . BADB727C
sqlsrvr . 88DEABE1
sqlsrvr.88DE71DD
sqlsrur.B843A2F2

B2FCOD28

B2FCAMIC

B2FCB2DY
B2FCB2EC
B2FCB348
B2FCBY438

Stack Dump

2024F3B8 2024F390
2024F398 B2B6CEGA
20251ED@ 2824F31C
208251B28 2824F31C
282517CA 2024F178
2024F178 B22681EQ
2084EB28 2982517CH

B2FCA1SC AAAOBABAE

B2FCALEC BOOOBOALE

B2FCB38Y4 B2FCB3BS8
B2FCB38% B2FCB3BS
B2FCB3E8 B2FCB3IFD
228BBBCC BOBABOBE
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THE CALL OF HASHING FUNCTION FOU

File View Debug Plugins ImmLib Optlons Wlndow Help Jobs
OB EE WX » Il i+ 1lemtwhcPkb

CFF

( FFFFFFFF)
( FFFFEFFF)

lacrrt

RETURN to

RETURN to sqls

bp 0126acff
| [08:05:53]Breakpoint at sqlsrvr.01264CFF

HilN
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PYTHON CODHES]

& C:\Work\sybase\sybasepass.py - Notepad + +

File Edit Search View Format Language Settings Macro Run TexdtFX Plugins Window 2
cBHEHEB s @4l g 22 RBRB|Z=1 EQ|

5 [Hdef print hash(password,salt):
€ orig len = len(password)
buffer = password
- a=orig len
S [ while ((2a % base) != 0):
10 buffer = buffer + "\00"
11 r a=a+ 1
12 = print hashlib.sha256 (buffer + salt) .hexdigest()

14 %]print_hash(” X00\x74\x00\x65\x00\x73\x00\x74\x00\x31\x00\x32",
1S = "\xda\x%e\xc2\x73\x96\xc4\x0f\xal")
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Steps:
UTF16 conversion (Bigendian)

Append 0x00 bytes to the length of 510
Append the salt (8 bytes)
Generate SHA56 hash (32 bytes)
Result = 0xc007 + hex(salt) + hex(hash)
Cr a c kybaracld o
http://marcellmajor.com
OpenSSLSHA256 implementation
worauthbfsource code [ittp://soonerorlater.hu)

i
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OFFLINE Analysis

0O SYBROPO F
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SYBPROP: HOW?

Old Sybase versions not available

Current version is 15.0.5
usi ngPRCGRE® 1 s not all ow
old password hashes only in 15.0.0 or 15.0.1

| have no access to old an Sybase DB
Some companies still use Sybase ASE 12.x !

i




DOWNGRADE VERSION 15.0.5 TO 15.0.[01]

Worldwide [Change]

Search documentation:

Ca| @ =1k

1 Behavior changes on upgrade:

= Behavior changes on new mas

B Retaining password encryptlo

1‘

§ Last login and locking inactive acc
i Using passwords in a high availah
onitoring license use

etting information about usage: che
iging Remote Servers

nal Authentication

iging User Permissions

F] I e | 8

E:(plrlng passwords when allow p: m

Products Solutions Resources Support & Services Shop Online @ About ¢

Contact Us | My Sybase | Login | W IsearCh

Create/Edit search filter Current search filter: All topics ~
@ |, o B |8

Downgrade

Downgrade to Adaptive Server release 15.0 or 15.0.1 is supported, and can happen without the
administrator taking action for each login account.

If “allow password downgrade” is 0 or NULL, or a password has otherwise been stored in syslogins
with only the new SHA-256 algorithm, then the password is reset and the account is locked during
downgrade. This will require administrator action before the account may be used again. Use
sp_displaylogin on login accounts to determine what algorithm is used or sp_downgrade "prepare” |
determine what accounts will be reset.

To know what actions will be taken and to verify that sp_downgrade may run successfully, you can
perform a dry run using the “prepare” option, such as:

1> s=p downgrade "prepare','15.0.17,1
2> go

HiN
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AFTER DOWNGRADE

c¢v Command Prompt - isgl -Usa -PTest1234

1> sp_password “"Test1234"."almafaS",."test"
2> go
Password correctly set.
(return status = @
1> sp_displaylogin sa
2> go
Suid: 1
Loginame: sa
Fullname:
Default Database: master
Default Language:
Auto Login Script:
Conf igured Authorization:
sa_role {(default ON>
sso_role (default OND
oper_role (default ON>
sybase_ts_role {(default ON>
Js_admin_role {(default OND
Locked: NO
Date of Last Password Change: Aug 92 20180 4:22AM
Password expiration interval: @
Password expired: NO
Minimum password length: 6
Maximum failed logins: @

omnto =

Authenticate with: AUTH_DEFAULT

Login Password Encrypt?opg $YB—PBQ?LSHR—256
S 1Y E« HUY LY - Crl

(return status = 8

1>




INFORMATION?
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