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INTRODUCTION + AGENDA

òAnatomy of password hashing

òSource code analysis example (Apache Derby)

òBinary analysis examples (Sybase)

òWriting your own cracker

òSpeedup

Knowledge:
programming, cryptography



PASSWORD HASHING
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CHECKING PASSWORD
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HOW/WHY CRACKING PASSWORDS?

òSecurity audit

òPen-test

òPrivilege escalation

òGet a cracker toolé

What if there is no cracker available?



Apache Derby

Password hashing algorithm before CVE-2009-4269

SOURCE CODE ANALYSIS



WHAT IS APACHE DERBY?

òOpen source Java DB

òSmall footprint (<3MB)

òVersion 10.5.3.0 (released August 21, 2009)

òModes of operation:
éClient-server

éEmbedded

òPassword encryption options:
éCleartextin file

éHashed in DB
derby.authentication.provider =BUILTIN



PASSWORD HASH



ALGORITHM IMPLEMENTATION
protected String encrypt Password (String plainTxtUserPassword)

{

if (plainTxtUserPassword == null)

return null;

MessageDigest algorithm = null;

try

{

algorithm = MessageDigest.getInstance(" SHA- 1");

} catch (NoSuchAlgorithmException nsae)

{

// Ignore as we checked already during service boot - up

} 

algorithm.reset();

byte[] bytePasswd = null;

bytePasswd = StringUtil.toHexByte( plainTxtUserPassword,0,plainTxtUserPassword.length());

algorithm.update(bytePasswd);

byte[] encryptVal = algorithm.digest();

String hexString = ID_PATTERN_NEW_SCHEME +

StringUtil.toHexString(encryptVal,0,encryptVal.length);

return (hexString);

}

public static byte[] toHexByte(String str, int offset, int length)

{

byte[] data = new byte[(length - offset) * 2];

int end = offset+length;

for (int i = offset; i < end; i++ )

{

char ch = str.charAt(i);

int high_nibble = (ch & 0xf0) >>> 4;

int low_nibble = (ch & 0x0f);

data[ i ] = (byte)high_nibble;

data[ i+1 ] = (byte)low_nibble;

} return data;

}

???



ALGORITHM IMPLEMENTATION/2.
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CONSEQUENCES
ò ASCII table (source: http://ascii -table.com/)

ò Only the higher 4 bits used from password characters, except last one

ASCII(A) = 0x41

Sample hashes:

APASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

BPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

CPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

DPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

EPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

FPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

GPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

HPASS: 3b60cb484c002b5f9ee655da908c7dc2871fb76f9587

é

http://ascii-table.com/
http://ascii-table.com/
http://ascii-table.com/


CRACKING: BRUTE FORCE

òCharacter-set: 26 upper+ 26 lower + 10 digit

ò8 character passwords

62^8 å 2 * 10 ^ 14

NvidiaGF 8800 GT ð21 days

òAfter toHexByte()

6^8*16 å 2 * 10 ^ 7

NvidiaGF 8800 GT ð0.23 sec

òRatio = 1/8124628



FIX

òApache.org notified in December 2009

Vulnerability CVE-2009-4269

òFix released in May 2010 

Derby 10.6.1.0 

http://db.apache.org/derby/releases/release-10.6.1.0.cgi#Fix+for+Security+Bug+CVE-2009-4269

òBug fixed

òBUILTIN authentication:

not recommended in production DBs



Sybase ASE (Adaptive Server Enterprise) RDBMS

BINARY ANALYSIS



REVERSE ENGINEERING

òLive analysis (Debugger, Monitoring Tools)

òOff-line analysis (Disassembler)

òConcept:

éGet the big picture

éCreate a theory/model

éTest



SYBASE ASE

òSybase "Adaptive Server Enterpriseò
Runs on Linux, UNIX, Windows and MacOSX

òMarket share: 4.

òCousin of Microsoft SQL Server:

1994: Microsoft bought the source

òMain releases:
é 12.5.x (2001) ðstill in use at some companies

é 15.0.5 ðlatest version, evaluation downloadable

òPassword Encryption:
é òSYB-PROPó

é òSHA-256ó



Live CODE Analysis

SYBASE òSHA-256ó HASH



LOGIN INFORMATION



SAMPLE



WHERE TO START?

ò Information gathering

òSearch for an entry point

éUser input

éProgram output

éSystem call

éKnown constants



AVAILABLE INFORMATION
ò http://infocenter.sybase.com/help/index.jsp?topic=/com.sybase.infoce

nter.dc31654.1502/html/sag1/BCFDGIFC.htm

http://infocenter.sybase.com/help/index.jsp?topic=/com.sybase.infocenter.dc31654.1502/html/sag1/BCFDGIFC.htm
http://infocenter.sybase.com/help/index.jsp?topic=/com.sybase.infocenter.dc31654.1502/html/sag1/BCFDGIFC.htm


POSSIBLE ENTRY POINT



MEMORY BREAKPOINT

òSearch for the constant (debugger helps)

òByte order is reversed:

search for 0x67E6096A(h0 in the source)



FINAL INSTRUCTIONS OF HASHING FOUND



CALL STACK



THE CALL OF HASHING FUNCTION FOUND



PYTHON CODE - TEST



RECONSTRUCTION

òSteps:

1. UTF-16 conversion (Big Endian)

2. Append 0x00 bytes to the length of 510

3. Append the salt (8 bytes)

4. Generate SHA-256 hash (32 bytes)

5. Result = 0xc007 + hex(salt) + hex(hash)

òCracker: òsybcrackó

éhttp://marcellmajor.com

éOpenSSLSHA256 implementation

éworauthbfsource code (http://soonerorlater.hu)

http://marcellmajor.com/
http://soonerorlater.hu/


OFF-LINE Analysis

òSYB-PROPó HASH 



SYB-PROP: HOW?

òOld Sybase versions not available

òCurrent version is 15.0.5

éusing òSYB-PROPó is not allowed

éold password hashes only in 15.0.0 or 15.0.1

ò I have no access to old an Sybase DB

òSome companies still use Sybase ASE 12.x !



DOWNGRADE VERSION 15.0.5 TO 15.0.[01]



AFTER DOWNGRADE



INFORMATION?


